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This argument about the accessibility of e-mail first appeared in the May 1999 issue of Wired Magazine. Berznahum is a contributing editor to Wired as well as the author of a number of books on contemporary computer technology. You’ll learn more about the author and the magazine in the following commentary. 


COMMENTARY 



“Daemon Seed,” by David S. Bennahum, appeared in the May 1999 issue of Wired Magazine. The essay is almost entirely a factual argument, and like all factual arguments, its success depends on the quality of the factual framework that supports it and on the reputation of the writer and the publisher. 

So before analyzing the argument itself, let’s do a little checking on the career and reputation of David Bennahum and on the history, advertisers, and circulation of Wired Magazine. As noted in Chapter 6 on Factual Arguments, these reputational issues can themselves operate as effective support for factual claims. 

Given the topic of this section of the anthology, it seems appropriate to do these background checks on the Internet. It is a good guess that Wired Magazine has a Web site, and we know that it’s a commercial journal, so its URL will end in “.com.” Before using a Web search tool, I make a guess about the full URL and type in http://www.wired.com to see. This gets me to the Web site of Wired Digital, which is the company that owns Wired Magazine. There is a link on the home page to the magazine. If my guess had been incorrect, I could have used any of the search engines available through my university Internet server. 

Here’s some of what I learned about Wired Magazine from its Web site. The home page is a trove of information about the magazine, though of course the information will have a certain bias. But the list of awards is impressive. With a circulation of 425,000, Wired is directed at “high-tech professionals and the business savvy.., the forward-looking, the culturally astute, and the simply curious.” Translated, the typical Wired reader is intelligent, relatively young, professionally successful, creative, and innovative. I also take a close look at a hard copy of the magazine and learn that its advertisers are big-name, Internet-related computer and digital electronic companies like Cisco and Toshiba, and that the magazine itself is glossy and slick and full of visual distractions (much like the WWW). 

According to the article itself, David Bennahum is a contributing editor to Wired Magazine. I don’t find anything more about him on this Web site, so I use a search engine, which takes me first to the Amazon.com site, where I learn that David S. Bennahum has written a number of books on cybertechnology. Amazon has provided quotes from professional reviews of Bennahum’s most recent book, Extra Life: Coming of Age in Cyberspace, and they are all positive (Amazon does include negative reviews of its books, by the way). There is also a good bit of information about Bennahum himself in the review section, all of which strongly suggests that he is an intelligent, reputable, responsible writer. 

The bottom line of this “context check” is that we have no reason to suspect the reliability of the facts reported in “Daemon Seed.” The essay appears in a reputable and respected magazine that has won a variety of awards, and the writer is an established voice in the field with the respect of his colleagues. Of course, the context check doesn’t guarantee that the argument will be absolutely free of mistakes or untruths, but it does tell us that they are unlikely.

“Daemon Seed” opens with an anecdotal introduction that begins in medias res—in the middle of things: “It’s almost impossible to hide your e-mail from John Jessen.” With its casual implication that the reader is somehow a participant in the anecdote, the first paragraph successfully engages our attention. The next four paragraphs give the necessary background on John Jessen and his business, preparing us for the central claim—a factual generalization—in Par. 5: “Jessen’s thriving business is a by-product of our growing dependency on e-mail in the workplace—e-mail that is increasingly important in civil lawsuits, criminal investigations, and libel law.” This movement from the specific to the general is exactly the tactic presented in the example of an anecdotal introduction presented in Chapter 11. It is a favorite tactic of journalists, who, rarely blessed with captive audiences, must capture their readers’ attention at the outset.

While the first part of the claim might appear to be causal (“Jessen’s thriving business is a by-product of our growing dependency on e-mail in the workplace”), one thorough reading of the entire argument discovers that its focus is not on the cause-and-effect relationship between Jessen’s business and our e-mail dependency, but on the legal liabilities of e-mail (the second part of the sentence). Bennahum is betting that we will accept the assumptions about the proliferation of workplace email and its causal relationship between businesses like Jessen’s as self-evident (later, in Par. 19, Bennahum does offer documentation of the growth of e-mail). 

The success of a factual generalization depends upon both the quality and quantity of its supporting facts. Supporting facts must be recent, reliable, concrete, and verifiable; and they must be sufficient in number to warrant the generalization. Most extended factual arguments consist of a series of secondary factual claims in support of the central claim, with each of these secondary claims supported by more detailed and concrete facts. The quantity of supporting facts must be sufficient to warrant the generalization (see the section “Applying the Principies of Induction” in Chapter 6). 
We won’t put every factual support to the test in this analysis, but let’s look at a sampling. In Par. 6—13, Bennahum offers concrete, directly quoted verification of the inductive factual claim that e-mail has increasing legal implications. He first cites the incriminating role played by Microsoft employee e-mail in the Microsoft antitrust case, then moves beyond this narrower but still general reference to supply the text of some of the actual e-mails (Par. 9—12). 

The introduction of Joan Feldman in Par. 16 provides another example in support of the original generalization about the legal implications of e-mail. Here, Bennahum relies on summary rather than direct examples: “For more than 1,000 clients in six years, Feldman has turned to e-mail as an invaluable record of misdeeds, prevarication, plots, and sometimes tragedy.” Since we have Feldman’s name and the name of her company, we can assume the accuracy of the summary. 

A third instance of e-mail’s legal implications appears in Par. 21 with the reference to incriminating e-mail discovered by an ethics panel investigating the United States Olympic Committee in its attempt to bring the 2002 Winter Games to Salt Lake City. 
Beginning in Par. 24, the argument turns to the legal history of e-mail. While this factual summary is not absolutely necessary to veri1’ the central claim, it is useful in providing historical context for the claim. The background also serves to break up the marshalling of evidence for the central claim—not so much interrupting the train of supporting examples as offering some variation in the diet. 
A similar tactic is employed in Par. 42 with the introduction of the film You’ve Got Mail. Here, Bennahum breaks away from the journalistic arrangement of facts to wax interpretive and philosophical about the film’s meaning. He offers no support for his interpretation—his aim here seems to be merely to lend variety and rhythm to a rather long factual argument. This strategy reveals Bennahum’s awareness of his audience, of the need to keep them interested as well as to convince them of his argument. 
I have cited three of Bennahum’s factual examples in support of his original claim, but there are many more. And since some of these examples themselves summarize literally hundreds of instances, we can conclude that the generalization is sufficiently supported. With the validity of the central claim established, Bennahum moves in the last part of his argument to coverage of possible solutions to the very real risks that employee e-mail poses to businesses. He reintroduces Jessen and Feldman and their recommendation of e-mail “centralization” (Par. 50), and cites at some length the e-mail containment strategies recommended by the Electronic Messaging Association (Par. 51—55). At this point, Bennahum is reporting recommendations, not supporting them, so he needn’t launch into a full-blown argument of recommendation. 

Bennahum skillfully concludes his argument with an implicit reference to its title—”Daemon Seed.” While the analogy is never directly made, Bennahum is suggesting similarities between e-mail and this legendary seed that manages to sprout despite all attempts to contain it. There may be solutions out there for making employee e-mail less of a risk to companies, but the “seed” will grow in spite of the best precautions. And he supports this comparison by the final reference to Microsoft. Despite the legal damage done by Microsoft e-mail, employees continue to use it as they always have—indiscriminately and impulsively; e-mail at Microsoft remains “like a hallway conversation.” 
Daemon Seed 
Old email never dies. 
By David S. Bennahum 
It's almost impossible to hide your email from John Jessen. To him, the word delete is an invitation. Jessen can restore email from magnetic tapes that have been overwritten several times, resuscitating information off "deleted" files. He can read email and documents from obsolete computer systems. Jessen can capture phantoms; he understands the foibles of wordprocessing programs that leave undo lists and backups of old edits in hidden parts of files and disks. 
"You see everything," he says, "from high and low comedy to human tragedy." 
Jessen started reading email professionally out of his basement in 1988, when he launched a career as a "computer forensics" specialist, digging through disk drives to find incriminating words. Today, he's the president and CEO of Electronic Evidence Discovery in Seattle, a 50-person company whose additional offices include New York, Los Angeles, Chicago, and Washington, DC. Working with a team of computer programmers, behavioral scientists, and retired police detectives, Jessen ferrets out emails that people believe, mistakenly, are long gone. 
"For every email system around, we've developed a piece of software that can find each hidden element and read it," he says, "like header and routing information. Our software goes in, finds it, strips it out with any attachments, and puts it into a searchable database." 
Jessen's thriving business is a by-product of our growing dependency on email in the workplace - email that is increasingly important in civil lawsuits, criminal investigations, and libel law. In high-stakes corporate litigation, it has become routine to demand access to company email dating back 10 to 20 years. 
"If you're not prepared to deal with email, it's one of the most devastating liabilities in corporate America today," Jessen says. "Which is why everyone is so afraid of it." 
Electronic Evidence's business is booming partly because of well-publicized email gaffes at neighboring Microsoft. Over the past year, as internal Microsoft email has gone public in federal court, the shock value of intemperate messaging has sent many companies scurrying to Jessen for advice on protecting themselves. David Boies, the Justice Department's lead attorney in the antitrust trial, has shaken corporate America with his relentless digging for Microsoft messages, evidence that's been used to argue, with alarming specificity, that Gates & Co. tried to crush Netscape by forcing vendors to use Internet Explorer as the default browser on their systems. 
The email trove has been ugly: "The threat to cancel MacOffice 97 is certainly the strongest bargaining point we have, as doing so will do a great deal of harm to Apple immediately," a senior Microsoft executive wrote in email to Bill Gates, allegedly hoping to force Apple to incorporate Internet Explorer. An internal mail from AOL, reportedly recounting a meeting with Gates, described him as saying, "How much do we need to pay you to screw Netscape?" Then there's the oft-quoted portion of an email from Gates to other Microsoft executives: "Do we have a clear plan on what we want Apple to do to undermine Sun?" 
Over the years, Jessen has collected plenty of big-mouth emails, ones that very quickly settled the lawsuits involved. He sends me a few samples, with identifying characteristics blotted out. They read like parodies, but they're real: 
Yes I know we shipped 100 barrels of [deleted], but on our end, steps have been taken to ensure that no record exists. Therefore it doesn't exist. If you know what I mean. Remember, you owe me a golf game next time I'm in town. 
Did you see what Dr. [deleted] did today? If that patient survives it will be a miracle. 
HI DAVID, PLEASE DESTROY THE EVIDENCE ON THE [litigation] YOU AND I TALKED ABOUT TODAY. THX LAURA 
***EVIDENCE DESTROYED*** 
HI LAURA ACK YR MSG. AND TAKEN CARE OF. ALOHA DAVID. 
[National retail chain] would like 2,500 free units of [our product] in order to conduct a test marketing study. If the study goes well, they will place an order for 100,000 units. I recommend we provide the free units for the following reasons: 

1. 2,500 free units is cheap compared with the profit from an order for 100,000 units. 

2. They will provide the names and addresses of the stores involved in the study so that we can drop-ship the product. 

3. Since we will know where the product will be, I will send someone around to buy all of it, thereby ensuring a successful test. 

What's most astonishing about these messages is, of course, their unequivocal honesty. Email is a truth serum. That's why it's scary - and why it's irresistible. 
Every morning, I come to my computer, sit down, launch my email program. I'm an email pack rat, a compulsive saver and correspondent. I've kept every message - sent and received - since March 1994. My email folder contains 226 Mbytes of mail. That's around 14,811,136 characters, or approximately 300,000 words, lodged in more than 75,000 messages. I save them because I can (I have an external drive connected to my PC for this sole purpose). My mail stays with me wherever I go, because endless possibility resides in the medium: An innocuous message might one day be exciting; an exciting message might become essential. 
Joan Feldman, president of Computer Forensics in Seattle, and a colleague and competitor of Jessen's, tells me I am on the outer edge of compulsion. "Maybe 15 percent of the online population keeps as much as you do," she says. 
From her office in Seattle, Feldman has a clear window on the collective psyche of the email nation, an exploding web of 96 million interconnected Americans. Where her forensic predecessors studied corpses, measuring time of death by the congealing of blood, Feldman studies the particularities of electromagnetic fields on digital media, gleaning the patterns that form words. "Dig deeper. Dig harder," she says with relish, describing her m.o. "When people are looking at me and lying, that gives me an extra incentive to look further." And look she has. 
For more than 1,000 clients in six years, Feldman has turned to email as an invaluable record of misdeeds, prevarication, plots, and sometimes tragedy. In hundreds of lawsuits, Feldman has been called in to find hidden evidence, taking her to offices around the nation, people's homes, and vast warehouses where thousands of backup tapes containing millions of email messages are the digital equivalent of formaldehyde, a medium where nothing decays. 
Meanwhile, the growth of email is relentless. In 1991, according to the Electronic Messaging Association, an industry trade group that helps corporations establish email policies, 8 million Americans had access to email. In 1997, the number grew to 67 million. Now, 96 million Americans use email. By next year, that number is expected to increase to 108 million, with office workers exchanging 25.2 billion messages daily. With nearly a third of the country sending messages to one another, hauls of electronic mail under subpoena have become more than a nuisance; they've exposed us all to the gnawing sense that anything we write may one day be held against us. It's led companies to want immunity from the human propensity to write what we think in electronic correspondence; a 1997 survey by the Society for Human Resource Management showed that 20 percent of US businesses reported they check employee email randomly. 
"It's like insurance - people don't want to think about it until their house burns down. In the Microsoft case, they saw their neighbor's house burn down," says Feldman, who has seen demand for her preventive services - rules and procedures for systematically retaining or deleting company mail - increase by 50 percent over the last year. 
The cost of uncontainable email is most obvious in the workplace. Daily, more revelations of email's truth-telling power are revealed; think of The New York Times headline about the Salt Lake City Olympics scandal: E-Mail Trail Adds Details to U.S.O.C.'s Role. The story reprinted emails sent among officials of the United States Olympic Committee who were angling to bring the 2002 Winter Games to Utah. An ethics panel dug up email describing, with casual nonchalance, the way votes were collected by granting favors to visiting representatives of the International Olympic Committee. Referring to a quid pro quo in which Sudanese votes were traded for airfare, room and board, and other amenities for their athletes, one official wrote simply: "A lot of promises were made to secure votes." 
The technology of electronic communications is moving so quickly that it has outpaced both the law and our own sense of propriety. In a weird and still unclear turn, our vast pools of saved email have mutated into personal surveillance mechanisms. Big Brother isn't some dark figure of distant, central control. He's us: the decentralized record of all our thoughts and feelings, preserved in the electronic platters of hard disks on desktops and in archives across the country. 
For companies, email's permanence and seductive call to intimacy means facing a question: How can it be contained? 
Federal law says that all email sent or received using a company's mail system is company property. The law, the Electronic Communications Privacy Act, dating from 1986, made perfect sense when email was still a novelty, confined mainly to large corporations with expensive, time-shared mainframes. But it makes little sense today. 
In 1986, electronic mail moved through one of three types of networks. In the forefront were corporate email systems running off proprietary mainframes and terminals. Companies like Xerox interconnected thousands of employees within a vast local-area network. Sending an electronic message from, say, Xerox to General Motors was impossible. The systems were closed off, separate. The Internet was another type. Though it was growing rapidly in the '80s - with several hundred thousand users, interconnecting universities, government agencies, and companies involved in federally funded research - it remained explicitly noncommercial until 1991, when restrictions were lifted and Internet email started becoming a mass phenomenon. The third type was for general communications use. Systems like CompuServe, MCI Mail, and FidoNet, which linked privately run bulletin board systems, also had thousands of users. 
In this world of separate computer networks, the ECPA allowed for an easy distinction between "open" and "closed" systems. The former provided email to paying customers; the latter gave people access to email as part of their employment. In a closed system, it is permissible for an employer, the system's owner, to treat all electronic mail like any other form of property, no different from printed letters. In an open system, messages are considered personal property, and private. But what happens when the once "closed" system of corporate email becomes connected to the "open" Internet? In a strictly legal interpretation, the answer is: Nothing changes. Any email composed at work and sent to the Internet emanates from a closed system, and is therefore company property. 
Tora Bikson, a researcher specializing in issues of access to electronic communications with the Rand organization, says that the ECPA approach doesn't add up anymore. "What do you mean by open or closed?" she asks. "There are no longer any closed systems, since with the Internet you can connect almost every system with any system. The real question is, How much privacy do you want to trade for connectivity?" 
Complicating matters are services like Hotmail - which give workers free Web-based email accounts - and the increasing use of freelancers in the workplace. 
"Say a company has an email system, hires temporary employees, and gives them an email account because they'll be there for several months," says Jessen. "Now you have nonemployees using the system. Does that mean you've switched from being closed to open?" Jessen's solution is what he calls "the consent rule - you put consent language in employee contracts that says by using the system you agree to have your email read by the company." 
That doesn't sound very appetizing, but employees have little recourse when it comes to keeping email private on the job. Courts have consistently upheld the idea that constitutional rights to freedom of speech end when an employee arrives at the office. "It's the employer's workplace, and he's master of his domain," explains Jeremy Gruber, an attorney with the American Civil Liberties Union in New Jersey. For the past two years, Gruber has worked on the ACLU's Workplace Rights Project. Every week, he receives six or seven calls from people upset about workplace monitoring of their email and Internet use. Typical cases involve workers exchanging personal messages disparaging the boss or their superiors. When the employer finds out, the underling can be fired. 
The Workplace Rights Project supports legislation requiring employers to tell employees whether their electronic communications are being monitored. It's a modest ambition, yet in the current Congress no legislation has been proposed. Gruber's ideal scenario is one where "employers would have no right to intrude on your Internet use or email without just cause," but that possibility seems remote. For now, at least, the employer's concerns are getting more attention, and employers are frantic - justifiably - that problematic emails might cause them trouble. 
"There isn't a single case I have that does not deal with email," says Claude Stern, an attorney with Fenwick & West in Palo Alto, California. Stern specializes in representing high tech companies, including Symantec, Intuit, Electronic Arts, and Brøderbund. "One hundred percent of my lawsuits now have a significant amount of time focused on emails and Internet communications, like discussion boards and chat rooms." The first thing Stern does in a lawsuit is request the other side's electronic mail. "Emails tend to contain very candid, and not particularly socially sensitive, remarks. We see it time and time again, making email the Achilles' heel of every party in litigation." 
In 1998, for instance, several players of Ultima Online sued Electronic Arts, claiming the game was defective. Stern succeeded in getting the case thrown out thanks partly to email he'd lassoed. "One of these people had contacted customer support by email and admitted they loved the game. They said the real problem was not with the game, but with another player who had killed them and stolen all their stuff." 
In another case, a man filed a wrongful termination suit against one of Stern's clients, claiming he'd been unfairly fired because of his age. Stern obtained the plaintiff's computer and email, which he used to identify key witnesses and support the company's argument that the plaintiff was terminated based on performance. A California court threw out the suit. 
Stern, trained to see email as a booby trap, sees potential trouble almost anywhere. For instance, he says companies that rely on email to communicate with customers are opening themselves up to whole new varieties of liability. 
"One of the greatest vulnerabilities for companies is tech support and customer service," he explains. "When customers are mad, they send in very frank email. The tech-support people tend to be very candid in their replies." Thus, a company selling a defective product, while officially claiming the product works fine, might find its defense destroyed in email from an honest support employee. A canny attorney will eventually find those tech-support messages. 
"We have a company where the tech-support person admitted the product had problems, that they knew it for six months, and wished someone would finally get around to fixing it. You would think they would want to filter that." 
Newsrooms are especially vulnerable to the danger of frank email, since successful libel suits are based on the premise that a journalist knowingly produced a story that was false - that is, with malice going in. "With respect to newspapers, email is going to be a very key part of libel cases," says James Goodale, an attorney with Debevoise & Plimpton who has represented The New York Times in libel cases. To win, the plaintiff has to show the journalist's state of mind while reporting the story. "It's difficult for courts to decide what someone is thinking when they are looking at a story," says Goodale. "The chances of having someone say something out loud is very slim. The substitute for that will be email." 
The first high-profile libel cases based on email are just now taking shape. Goodale expects email to play a key role in a suit by retired military officers against CNN. The news broadcaster aired a report on Operation Tailwind alleging that the US military used chemical weapons during the Vietnam War, a story CNN later retracted. 
Newspapers, like other big corporations, aren't adequately prepared. "We don't really have an email policy," admits a senior executive for The New York Times, who requested anonymity. The Times policy is limited to controlling workplace atmospherics. In a recent internal memo, circulated by email to all Times employees, the staff was told that sending "messages with sexual implications, or which reflect offensively on another's age, race, sex, sexual orientation, national origin or disability, among other things" would not be tolerated. Even though the paper is sued for libel a dozen times a year, the exec says, "most lawyers are not sophisticated enough to ask for email. I've never had to do a real comprehensive email search. 
"We've just been lucky," he says. "Courts have no sympathy when you say, 'I have no way to search my system except by hand.'" 
The subtext of You've Got Mail, Nora Ephron's recent movie, is that authenticity, stripped of the social conventions of everyday life, is revealed in the world of email. Somehow the medium permits the characters in the movie to share truths about themselves, to reveal parts of themselves, that in the physical world would remain hidden. When we see the characters as antagonists in physical space, we squirm, knowing that they are meant to be with each other - that in fact they are electronic soulmates. And that if they are to become lovers, they must transcend the identities they've ascribed meaning to in the real world. 
When I emailed Ephron (who's been online since 1995) asking her about email, she wrote back, explaining, "What interests me about it - besides all the obvious things (it brings back letter-writing, et cetera) - is that it's a form of communication unlike any other and yet the second you start doing it you understand it." The conundrum of email is that it's a shortcut to self-expression, but it's also a language of its own. It invites both the mere passing of information and the sharing of secrets, longings, emotions. There's a certain permissiveness to it that real-world addresses on paper letters don't offer. 
One thing everyone gets right away is flirting. "The main thing about email is that it's God's gift to the adulterer," a well-known writer tells me, adding, "It is a little delicate, because I am in the middle of a divorce." The author is afraid that his wife's lawyers could go after his emails. "The notion that everything you say on email can be subpoenaed ought to give pause to everybody," he says. 
He may be relieved to know that truth hunting can be expensive. "We were involved with a case with 300 people and all their email going back four years," Jessen says. "It was a live email system with 16 backup tapes. The final email count was a couple million messages." That's relatively small, yet because the company was unprepared for electronic discovery, management had to hire 60 temps to sit at 60 workstations and pick through each message; relevant messages were forwarded to one of 20 attorneys. Those were cataloged and delivered to the opposition, under court order. "In nine months they had looked through not even a fraction of the live mail, let alone the backup tapes," Jessen says. "They had put in $700,000 at this point." 
Jessen's solution was to copy all the mail to a central server and have an algorithm sort and search the email for keywords. He billed the company $200,000, pushing the total cost of making email available to the plaintiff to $900,000. 
Jessen cites another case where the two sides had a combined email volume of 1 billion messages. Each individual message had to be indexed and made available for either side in discovery. Putting that document count in perspective, Jessen says it dwarfs that of one of the largest litigations in US history - the Justice Department's 13-year antitrust suit against IBM - which involved 30 million documents. 
"Think about a company with a volume of 50 million emails a month," Jessen says. "It does not take very long to hit those astronomical numbers. So the bottom line is that it costs a heck of a lot to deal with email in litigation." This fact, he asserts, can lead companies to consider a settlement. "If it costs less to settle, then you settle. A company that is not prepared is in an adverse settlement position." 
Being prepared for electronic discovery requires a radical restructuring of the email mind-set. Email use tends to be concentrated in personal computers - and personal computers invariably become perceived as "belonging" to an employee, even though the vast majority of messages may be stored on a central mail server. So companies under subpoena must retrieve files that contain all sorts of personal stuff that gets scooped up in the net, opening doors to potential embarrassment, or even more lawsuits, as new traces of malfeasance are discovered. 
The solution Jessen and Feldman embrace is a move toward further centralization. They believe employees should not be allowed to save mail on workplace PCs. Messages would be saved on central servers and automatically deleted. (Jessen recommends deleting after 90 days at most.) Rules on what mail should be saved indefinitely would be defined by specific corporate "retention policies." 
The Electronic Messaging Association publishes a booklet, Message Retention Toolkit, that outlines the basics of what it considers a sound email-retention policy. At its simplest, the EMA recommends that companies identify all the different kinds of email employees write, identify how long various types of messages should be saved (say, seven years for tax-related emails, 50 years for certain SEC-related mails, et cetera), and save them in a central archive. All other mail should be deleted quickly, the recommendations say, and employees should be given a thorough briefing on the retention rules. That way, when a company is sued, management can get to the relevant messages quickly and inexpensively. 
A retention policy can't do anything about calling back sent mail once it's left the company. And erased internal email may linger for a while as ghost fragments that can be reconstructed by the likes of Feldman and Jessen. When it comes to using email in lawsuits, "deletion" has a special meaning. It doesn't mean gone forever. It means, "Not our problem anymore." Assuming that deleting mail is done as part of a long-standing set of rules - rather than in a last-minute, frantic all-night purge - retrieving deleted mail falls to the other side. The adversary has to hire the forensic specialists and convince the judge to allow a peek into the opponent's computers, something that's hard to do without just cause. 
The EMA Toolkit was written by a committee with representatives from a who's-who of corporate America: Texaco, Boeing, Chevron, Citigroup, and Hewlett-Packard. Yet, when contacted, many of the booklet's authors refused to comment. "It's just that the moment we hear the word 'litigation' we get very uncomfortable discussing email," says one of the Toolkit's writers. "It's just not a good idea." 
One contributor to the EMA booklet, Marion Weiler, did agree to talk about it. Responsible for crafting Chevron's email-retention policy, Weiler is in the midst of a $1 million review of how this 35,000-person corporation should handle email. "We're creating a whole set of rules for how long email has to be saved," Weiler says. "There are entire classes of email we are required to keep, like taxes and contracts describing oil-field rights. Dealing with email retention goes beyond deleting things that are not needed. It goes into organizational issues and structures that may not even exist yet." 
Weiler estimates that Chevron's new retention policy - storing mail in central archives and establishing clear rules about what mail should and should not be saved - will save the company 30 percent on related costs, including email retrieval, in future litigation, savings expected to exceed the cost of devising the policy. Harder to quantify are the savings from avoiding catastrophic litigation and multimillion-dollar settlements. "In the worst-case scenario, you find yourself in litigation that revolves around some electronic records, and because you can't find them, you lose the full judgment," Weiler says. "And if that judgment is high, it could be worse than dealing with Y2K bugs in terms of cost." 
Helping companies decide how to centralize email is itself now a booming trade. One popular approach is server-based programs that specifically allow for high levels of email filtering and saving based on centralized, company-controlled rules. A firm called Worldtalk in Santa Clara, California, has seen sales of its email-retention software, WorldSecure, increase 524 percent from 1997 to 1998. The company expects sales to double this year. "In the last six months demand has really exploded," says company spokesperson Dawn Harris, attributing the boom to "the Monica Lewinsky subpoena and the Bill Gates subpoena." 
Worldtalk targets companies in the insurance, finance, health care, and legal industries. WorldSecure generates 80 percent of the company's revenues. It can be configured to force messages emanating from senior executives to be encrypted. (Encryption can prevent email impersonation and provide protection from snoopers; encrypted mail, under subpoena, must be decrypted and made available.) WorldSecure can screen outbound mail for keywords like "hot stock tip" or "insider trading." It can also screen for words the company decides are sexist or racist, halting the message's delivery. WorldSecure can also be configured to limit who in the company can use email. 
"To reduce risk, not everyone needs access to Internet mail," Harris explains. "The people in the mail room do not need it." Worldtalk's customers include 25 of the 100 largest US law firms, as well as Nike, OppenheimerFunds, and Catholic Healthcare West, one of California's largest health care providers. 
In January, Compaq released a product that competes with WorldSecure. Vault is designed to keep continuous email archives, seamlessly integrating new messages with old ones stored on backup media like CD-ROM. Using the AltaVista search engine, Vault lets companies search their old mail by subject, keyword, and author, and has viewing capabilities to handle attachments in formats that, inevitably, will be obsolete in a few years. Prices for Vault and WorldSecure vary, depending on the amount of mail to be stored or the number of users sending mail. Vault, for instance, charges a onetime fee of $325 for the initial gigabyte of archived mail, with prices declining as the gigabytes increase. Individual user licenses to access the stored mail cost $15 to $41, with discounts for increased usage. A hypothetical Vault customer with 10,000 employees and 6 Gbytes of mail daily might buy a license to store 20 terabytes, with the archive accessible to all company employees. The total cost: $185,000. 
But, Jessen argues, there is only so much these programs, with their keyword searches and retention rules, can do to keep email under control. 
"The single biggest impediment to companies cutting down their risk is culture," Jessen explains. "More than money or anything else, it's a cultural issue." 
Email has a tone of intimate candor that's hard to imagine appearing in a secret business memo. It's a long-noted phenomenon, going as far back as the earliest studies of how electronic mail affects us. What's really eerie is how little our behavior has changed, even though email has been around for years. We still seem stuck in the same cycle of naïveté and seduction, willing ourselves to believe that because email is electronic it is also somehow impermanent, equivalent to the temporary vibrations of air molecules when we speak. 
In 1985, Robert Anderson, an analyst at Rand, cowrote (with Norman Shapiro) a seminal study on the social effects of email, called "Towards an Ethics and Etiquette for Electronic Mail." Writing at a time when fewer than a million Americans were exchanging messages, Anderson described email's greatest "phenomenon" as its propensity to lead to "misinterpretation." He warned of "the strange permanence yet volatility of electronic messages," and issued cautionary statements that still sound applicable: "Never say anything ... you wouldn't want appearing, and attributed to you, in tomorrow morning's front-page headline in The New York Times"; "Assume that any message you send is permanent"; "Avoid responding while emotional"; and the very prescient "Consider alternative media." 
Anderson, still at Rand, is a bit dismayed at how few people followed his advice. "So much for what I write! No one pays attention." He is particularly fascinated by email's mutation into a corporate problem. "In 1985, we saw email largely as individual to individual. All of our cautions were about how an individual could be affected," he says. "I have been taken by the Microsoft case - how much of the day-to-day business of the company is done by email. Thus the organization's history literally becomes only available through email. That puts companies in a dilemma. Either they keep the mail, so it can all be discoverable and appear on the front page of the Times the next day, or they scrub the files so nothing can be discovered in court, at the expense of their own corporate history." 
Scrubbing the files, of course, does not ensure that intrepid computer specialists won't discover readable fragments, or that the recipient's copy won't reemerge one day from another computer system. 
What would Anderson do about it? His proposed solution is rather quaint. "I would have a rule that anyone who creates email with corporate interest print it out and put it in a folder," he says. The rest he would delete - at least the copies he still had access to. 
Out of curiosity, I share Anderson's idea with a Microsoft employee who prefers to stay anonymous. "Ted" is proud to tell me that his current email volume is a modest 200 messages a day - down from 900 last year - and he laughs at Anderson's idea. "Call in the dump trucks! I got a lotta mail to print out!" A Microsoft program manager, he has been at the company for several years. He remembers the days before Windows could handle email, when the entire company was networked through PCs running Xenix, a version of Unix. At every employee's desk was a diminutive terminal, generally a VT-52, with a monochrome screen and text-only interface. 
Like most Microsoft employees, Ted now has two PCs: one for testing software, one for writing email and documents. Part of his job is serving as a human email filter, relaying messages between the programmers developing a product and the marketers selling it. Last year, he typically filtered 500 messages daily - "We are tapping into the great collective mind of everybody." 
Maybe it should come as no surprise that he's seen no impact, internally, on the way email is handled at Microsoft because of the antitrust suit. "I haven't noticed a chilling effect," he says. "I do not pay much attention to the outcomes of what I write. When you look at the number of messages we exchange here, it's like a hallway conversation - in a medium that's stored." 
He says controlling Microsoft email would be impossible. With thousands of "alias" lists - the equivalent of internal mailing lists - everyone's life is lived on email. When asked if he knows Microsoft's official position on what's appropriate use of email, he says, "I think it's in the handbook." Has the company ever sent around a memo about the policy? No. "It would be pretty funny if they did," he adds. "Everyone would comment on it." By email, naturally. 
